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BcTyn

IH(OpMaLiNHI TEXHOMOTII, O CTPIMKO PO3BMBAKOTLCSH, MatoTb CUITbHUIA BIJIMB Ha NpaBa tOANHK, 30KpeMa aiTen,
Jaroun LUIMPOKI MOXIMBOCTI ANIA OCBITK, PO3BUTKY, yHaCTi Ta BUC/IOBEHHS Nornais. BogHovac 1X BUKOPUCTaHHS
NPU3BOANTL [0 CEPHNO3HUX PUBUKIB HACUIILCTBA, EKCIyaTalil Ta iHLLOrO HEHANEXHOro NOBOLXKEHHSA. AeKBaTHe
Ta eheKTMBHE pearyBaHHs Ha Ui pU3VK1 — NpeaMETOM yBarn Mi>XHapOJHUX Ta perioHalbHNUX OpraHisauin.
IHopMaLinHKIA NPOCTIp YKpalHu psicHiE NOBIAOMMAEHHAMM NPO 3HYLLAHHS Had AiTbMW Yepes coLlianbHi Mepexi,
BUKOPWUCTaAHHA CEPBICIB ANA CEKCYanbHOI eKcnnyaTtaLil giten.

3acTocyBaHHA 3aco6iB eNeKTPOHHOI KOMYHIKaLLil CTano cKNagoBOK YaCTUHOK BU3HAYEHHS BYTiHTY
B HaLiOHaNbHOMY 3aKOHOAABCTBI, OfHaK NUTaHHA eEKTUBHOIO pearyBaHHs Ha KibepOysiHr 3anmLaeTbCs
BiAKPUTUM.

Y HalioOHa/lbHOMY 3aKOHOAABCTBI He IMMNIEMEHTOBAHO CTaTTHo 23 KoHBeHLiI Paan EBpon Npo 3axmcT AiTen Big
cekcyanbHOI ekcnyaTalii Ta CekcyanbHOMo HaCUIbCTBA, Y Mexax KOl BU3HAa4YeHO HeoOXiaHICTb BCTAHOBAEHHS
BiANOBIAaNbHOCTI 3a FPYMIHI 3a JONMOMOrOH iHPOPMaLIMHO-KOMYHIKaLiIRHMX TEXHOOTIN.

MeTa ornafly — OKpeCc/neHHsl CTaHy crnpaB 3 NPOTUAIT KibepbyniHry Ta KibeprpyMiHry B YKpaiHi Ha OCHOBI aHanisy
BiAMNOBIAHOCTI HaLiOHaIbHOIO 3aKOHOAABCTBA MiXXHaPOAHMM Ta perioHasibHUM CTaH4apTaMm.

MpuaineHo yBary ornsay MiXKHapogHMX Ta perioHanbHNUX CTaHAapTiB 3axXMUCTy NpaB AiTeil y undpoBOMY cepeoBMLL.
30kpeMa cTanfapTiB KOHBEHLUT MPo npaBa AUTUHM Ta IHLWWX IHCTUTYLIM | MexaHi3MiB OOH. BuokpemneHo

NPaKTKKy Ta KePIBHI MpUHUMAW IHCTUTYLIN Pagn €Bponun y cdepi 3ax1McTy NpaB aiTei y cepeoBuLLi iHPopMaLinHNX
TexHonorin. MNpornsaHyTo 1 HauioHanbHe NpaBo Ta Noro iIMMNEMEHTALLIKO, 30KPEMa, Yepes aHarni3 CyaoBoOl MPaKTUKK
3 NPOTUAIT ByNiHrYy.

[ns uine nonepeAHbOro aHaniTMYHOro OrNsay TEPMIHM «KibepbyiHM» Ta «KiGeprpyMiHM» BXMBAaTUMYTbCS B TaKMX
3HAYEHHSAX:

Ki6ep6yniHr — arpecvBHWA, HABMUCHWI aKT, YYMHEHWUI OAHIEFO 0CO6OHD ab0 rPynoko OCI6 3 BUKOPUCTaHHSM
E/1EKTPOHHMX (DOPM CTOCOBHO XXEPTBU, SIKIM BaXKKO 3aXUCTUTK cebe. 3a3BuYalt 34iIMCHIOETHCS HEOAHOPa30BO

3a NeBHWUV Nepiof Yacy Ta XxapakTepu3yeTbCs HEPIBHICTIO CUIT.

KibepbyniHr Moxxe BKAOYaTU MOLUMPEHHS CAyXiB, PO3MILLEHHS HenpaBAmnBOI iHGopmMaL|ii abo HEMPUEMHMX
M0BifJOMIIEHb, KOMEHTAPIB Yy OTOrPaiv, IKi MPUHMXKYHOTb, @ TAKOXK BUKIHOYEHHST 6Yb-KOro 3 OH/IaiH-Mepex

Yu KOMYHIKaLIn.

Ki6eprpyMiHr (oHn1asiH-rpyMiHr — Lie HasiarofkeHHs 4OBIPINBUX CTOCYHKIB 3 AUTUHO (HadyacTille Yepes coLjiasibHi
Mepexi Ta helikoBi akayHT) s OTPUMAaHHS Bif Hel IHTUMHUX GOTO YM BieO 3 MOAAbLUNM LLIAHTaXXyBaHHAM AUTUHY
U151 OflepXXaHHS L€ BIABEPTILLMX MaTepiaiB, rpOLLEN Yy 3yCTpiYes B OQ1aviHi.

MponoHoBaHMM NonepeaHiM ornsaom «DocudaysUA» po3noyvnHae H13KyY A0CAIAXKeHb, SKi 6 cnpusnmn hopMyBaHHIO
eeKTUBHOI AEP>KABHOI NONITUKM 3abe3MnedeHHs Ta 3axXMCTy NpaB AUTUHM B LM(MPOBOMY CEPeAOBULL.

1. |lAeHTU®IKaLia Ta onuc npobaemm

YucneHHi nyébnikauii B 3MI, gocAiaXeHHs: MiXKHapOAHMX Ta HaLlioOHaNbHWX eKCNepTiB, aHaNiTUYHMX LEHTPIB

Ta HeypsAoBMX OpraHizalin ceigvaTb NPO 3HaYHY yBary [0 BUKMKIB MpaBam AUTUHM B LUMMPOBOMY CEPEAOBMLL,
30KpeMa, KibepbyniHry Ta KibeprpyMiHry. Po60Tn cnpssMoBaHi Ak Ha aHania Lmx SBULL, X CTPYKTYPYBaHHS

Ta NPUYNHN BUHUKHEHHS, TaK i Ha NPOsiBK KiGepbyniHry Ta KibeprpyMiHry B YkpaiHi.

AHanisyroun aBuLLE KiGepbyiHTY, EKCNepTN BBaXKatoTb: «[TpUHMKEHHS B Mepexi Moyke 6yT1 4oAaTKOBUM
[0 CUCTEMMU PeanbHOro LibKYyBaHHS, LLIO MOCWJIIIOE | MOro BIIMB Ha XEPTBY, | MOro Hacnigku. A MOXe iCHyBaTu
OKPEMO Bifi peanbHOCTIi, TO6TO 6yT1 CaMOCTIMHUM BMAOM NepechifyBaHHs, He MOB'A3aHUM 3i CTaTyCOM AUTUHM
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B peaibHOMY XWTTi». He6e3neKy KibepbyniHry NoB'asytoTb 3 HM3KOK (GaKTopiB, 30KpeEMa, MOrMOAEHHSAM
iHbopMaLiAHOro PO3pMBY MixXK 6aTbkaMu Ta AiTbMM Yepe3 HeJOCTaTHI 3HaHHSA 6aTbKiB LOA0 iHTePHET-TEXHOMOT I
Ta CepBICIB, AKUMU ANTUHA KOPUCTYETHLCSH, — MPOCTa 3a60pOHa KOPUCTYBaHHSAM |[HTEPHETOM MOXKE NLLIE MPU3BECTH
[0 IHOOPMaLIMHOrO BIAYY>KEHHS AUTUHN Bif TPYN OAHOMITKIB.

CyyacHi amepukaHcbki gocnigHukn PobiH Kosanbcki, C'todaH Jlimbep i MaTpiuis AraTCTOH BUOKPEMIFOKOTH BiCiM

TUNIB NOBEAIHKM, LLO XapaKTepHi ANst KibepbyniHry 11 Bioo6paxkaroTb NepeBarkHy BiNbLUICTb PI3HOBUAIB HEraTUBHOIO

BMMBY B IHTEPHET-MPOCTOPI:

1. Cynepeuku, abo hneruMiHr (Big aHr. flaming — nekyquii, rapsayunii, MoayMm’sHui) — 06MiH KOPOTKUMM THIBHUMM
1 3ananbHUMK penfikaMmm Mixk ABOMa Ym bifblie y4aCHUKaMM 3a JOMOMOIOK KOMYHIKaLiMHNX TEXHOMOTIN.
HaltyacTilwe po3ropTaeTbes B «My6aidHMX» MICLAX IHTEPHETY, Ha YaTax, GopymMax, AUCKYCIMHMX rpynax, iHKou
NepeTBOPIOETLCS B 3aTSXKHY BilHY. Ha nepLunii nornsaa, neimiHr — ue 60poTb6a Mix piBHMMM, ane B NEBHNX
YMOBaX BOHa TEX MOXE MEPETBOPUTUCSH Ha HEPIBHOMPABHWI NCUXOMOTIYHUIA Tepop. Tak, HeOUiKyBaHUI BUNag
MOXE MPUBECTM XEPTBY A0 CUIIbHUX EMOLLIMHNX NEPEXMBaHb, OCOBMBO TOAI, KOJIM BOHA He 3Hae, XTO cepel
yYaCHMKIB sIKy 3aiiMe MNo3uLito, HacKifbKK 1l no3nuis 6yae NiaTprMaHa 3Ha4YyLLMMM y4acHUKaMM.

2. Hanapgkw, NocTiiiHi BUCHaXXNMUBI aTaKu (aHr/1. harassment) — HalidacTille Lie 3any4eHHs MoBTOPHOBaHMX
06pasnMBUX NOBIAOMIEHD, CMPSMOBAHNX Ha XepPTBY (Hanpuknag, COTHi CMC-MOBIAOMSIEHb HA MOBINbHWIA
Tene®oH, NOCTIViHI A3BIHKN) 3 NepeBaHTaXKeHHAM NePCOHabHMX KaHaiB KOMyHikaLllil. Ha BiAMiHy Big nepenasnku,
aTaku 6inbLl TpUBani M OAHOCTOPOHHI.

B uaTax uv Ha dpopymax (MicLis pO3MOB B IHTEPHETI) HAaNaAKM TeX TPanAstoTbCs, B OHMANH-irpax Hanaaku
Ha4yacTille BUKOPUCTOBYIOTH rpicdepn (grieffers) — rpyna rpaBuis, ski CTaBNsATb CO6i 3a METY NEPEMOrTH
B NMEBHIN IPi, PYMHYHOUM irpOBUIA AOCBIL IHLLMX YHACHUKIB.

3. 06MoBneHHs, 3BeAeHHsA HakneniB (denigration) — pO3NOBCIOAXKEHHS NPUHN3NMBOT HeNpaBaMBOI iHhopMauil
3 BUKOPUCTaHHSM KOMIM'FOTEPHMX TEXHOMOTiN. Lle MOoxXyTb 6yTK | TEKCTOBI MOBIAOMEHHS, | POTO, | NICHI, AKi
3MasibOBYHOTb XXEPTBY B LLUKIASIMBIN, IHKOMN CEKCYanbHIN MaHepi. XKepTBaMun MOXKYTb CTaBaTK He TiSIbKM OKPEMI
nigniTKY, TPANAAETbCA PO3CUIIKA CIMCKIB (HAaNpUKagd, «XTO € XTO», aB0 «XTO 3 KUM CMUTb» Y KNaci, LWKOJI),
CTBOPIOHOTBCA CheLianbHi «KHUMM ANa KpUTUKKM» (slam books), y AKMX pO3MILLYHOTLCS YKapTh NPO OAHOKIACHHMKIB,
[le TaKOXX MOXYTb BYTW HaKNeNu, NEPETBOPIOKOYUM T'YMOP Ha TEXHIKY «CAMCKY FPYMNy HEHABUCTI», 3 AKOrO
BMOBMPArOTHCA MilLeHi ANa TpeHyBaHHSA BNACHOT 3N106U1, 3MMBaHHA pO3ApaTyBaHHS, NepeHocy arpecii ToLwo.

4. Camo03BaHCTBO, BTiNIEHHS B NeBHY 0coby (impersonation) — nepecnigysad nosunLioHye cebe K XXepTBY,
BMKOPUCTOBYHOUM 1 Maposib AOCTYNy A0 Il akayHTY B CoLianbHUX MepexaX, 67101y, MOLUTH, CUCTEMU MUTTEBUX
NOBIAOMJIEHDb TOLLO, @ MOTIM 3INCHIOE HEraTUBHY KOMYHiIKaLito. OpraHidauis «xBusli 3BOPOTHMX 3B'A3KIB»
BiAOYBaETbCA, KOMM 3 aApecu »KepTBM 6e3 1l BiAOMY BiANPaBNAOTLCA raHeOHI MPOBOKAUINHI INCTW 1i ApYy3SM
i 6IM3bKMM 33 aPECHOD KHUIOHO, @ MOTIM PO3rybrieHa XepTBa Heo4iKyBaHO OTPMMYE MHiBHI BigMoBIf.
OcobnnBo HebE3MEYHMM € BMKOPUCTAHHS iMNepcoHanisaLlii npoTu NHOAEN, BKIKOYEHMX A0 «CMUCKY FPyn
HeHaBWCTI», afl)ke Hapaxxae Ha peasnbHy Hebe3mneky IXHE XKNTTS.

5. OwykaHCTBO, BuAyptoBaHHA KoHpiaeHLiHOT iHpopMauii Ta iT poanoBcropkeHHs (outing & trickery) —
OTPUMaHHS NepcoHanbHoI iHbopMaLlil B MiXKOCOOO0BI KOMYHIKaLi i1 nepenava i (TekcTis, GoTo, Bifeo)

B Ny6ni4YHy 30HY I[HTepHETY abo MOLITO TUM, KOMY BOHa He NnpuaHadvanacs.

6. Biguy)xeHHs (ocTpakism), izonauifa. byab-akii ntoavHi, 0CO6MBO B AUTUHCTBI, MPUTAMaHHO CrpuiMaTi cebe
a6o B sKiicb rpyni, abo no3a Heto. baxkaHHs 6yTu BKAKOYEHMM Y Fpyny — MOTMB 6araTbOX BUMHKIB NiANITKIB.
BUKItOYEHHS i3 rpynv CNpUMMAaETbCs sIK collianbHa cMepTb. LLo 6inbLuoko Mipoto NtoanHa BUKITHOYaETbCA
i3 B3aeMofii, Hanpuknag, y rpi, To riplie BoHa cebe NovyBae 1 TO Biflblie 3HMXKYETLCS il caMOoOoLjiHKa.

Y BipTYyanbHOMY CepeioBULL BUK/TKOYEHHNA TaKOXX HapaXkae Ha Cepro3Hi eMOLLIHI Herapasau, ax< 10 NOBHOMO
€MOLIAHOIO pyHYBaHHS AUTUHW. OHNANH-BIAYY>KEHHSA MOXMBE B BY/1b- AKUX TUMNax cepeaoBuLL,

[l€ BUKOPUCTOBYETbLCSH 3aXMCT NaponsaMn, GOPMyeTbCA CMMCOK HebaxkaHoI NOLWTK abo CMUCOK APY3iB.
KibepocTpakiam NposiBASIETbCS TAaKOX Yepes BiACYTHICTb WBWAKO! BiANOBIAi HA MUTTEBI MOBIAOMAEHHS

41 €NEKTPOHHI NIUCTU.

7. KibepnepecnigyBaHHs — Lie [ii 3 NPMXOBaAHOro BUCTEXYBAHHS NepechifyBaHuX i TUX, XTO NepecyBaeTbCs
6e3 Aina Nopyy, 3a3BMN4aii 3pobEHI HALLIKOM, aHOHIMHO, /191 OpraHisauil 3T04MHHIMX il Ha KLWTanT cnpob
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3reanTyBaHHs, Qi3NYHOro HaCKUNBLCTBA, NOOUTTS. BiACcTexXyroum Yepes IHTEPHET HEOHBEPEXHUX KOPUCTYBAYIB,
3M104MHeLb OTPUMYE IHDOPMaLLiO MPO Yac, MicLe 1 yci HeobXiaHI YMOBW 3AiIMCHEHHST MaiByTHbOrO Hanaay.

8. XenicneniHr (Big aHr/. happy slapping — Ljacsmee nicKaHHsA) — 30MKa Ta NOLUMPEHHA BiAEOPOSIUKIB B AKNX
3anucaHo peanbHi Hanaaw. Bineoponvkun Hanagis 3 METORO I'BaNTyBaHHA Y MOro iMiTauil iIHKONN Le Ha3MBaKOTb
XOMiHI — HackoK (oco6nmBo notmpennii B CLUA). Ui Bigeoponmkin po3MilLlytoTb B IHTEPHETI, e MOro MOXYTb
NpOAVBASATUCH TUCSAYI NtoAeN, 3a3BMYai 6e3 XXOAHOT 3roam XXepTBu. IHWa dhopma XenicneniHry —

Lie nepefiaBaHHs CIOXETIB Yepe3 MObIbHI TenehoHm».

LLloao KiGeprpyMiHry ik O4HOMO 3 pM3KKiB B LMMPOBOMY CepeoBMLLI, TO Lie ABMLLE MOXe BigbyBaT1CH

B IHTEPHET-4aTax, CoLiasibHMX Mepexax abo irpoBMX carTax. Xoua akT MPYMIHIY He € HOBOKD TaKTUKOKD, arne Moro
BMKOPWCTaHHS B [HTEpHETI CTBOPHOE HeGE3MEKY LLIBWAKOIO Ta aHOHIMHOIO 3ay4eHHs AiTei.

MacLuTabHICTb BUKOPUCTaHHS iH(DOpMaLiiHMX TEXHOMOTIN ANA 3aNKyBaHHA Ta MPUHMMKEHHS OAHUX AiTel iHLWMMN
4K rpynamMu iHLLIKX, Tak caMo SK | B CUTYaLil TPYMIHTY, HAsiBHI K B COL{IONMOTIYHUX JOCNIIKEHHAX, TakK i KiNbKICHUX
JaHWX, ONPUIOAHEHNX MPABO3aXUCHUMM IHCTUTYLIISIMW Y HEYPAAOBMMW OpraHisauiaMu. Tak, 3a JaHuMu,
HaBefeHumu «J1a CTpaga-YkpalHa, i3 40 072 A3BIHKIB, WO HAZIALWAN Ha rapady Tene@oHHy AiHito 3a 2017-2018 pokuy,
13381 cTocyBanuch Hebeaneku aitel B IHTepHeTi (11 581 Big Aiteir, 1800 Bif AopoCnMX). 30KpeMa, 3BEPHEHHS
ctocyBanuck: 3095 — KOMM'tOTEPHA Ta IHTEPHET-3ANIEXHICTb, 2 845 — CeKCTUHT, 1632 — TponniHr, 1385 — rpyMmiHr,
1230 — MO6IHT, 1220 — diwmnHr, 925 — KibepbyniHr, 924 — cMepTeNbHi KBECTUN B MepeXi, 125 — KapaunHr.

LliHHMM mpKepenoMm LWoAo No3uLil AiTen Ta MOoAI, 30KpeMa NTaHb KibepbyniHry, € MonoaikHuUA npoekT U-Report —
WBWAKI onuTyBaHHA Yepe3 CMC Ta TeiTep, — iHiuinoBaHuii OHICED. He 6yayyun penpeseHTateHuM, U-Report
BCe-Taku Aae MOXIIMBICTb NPOCTEXNTW NEBHI TEHAEHLIT BPasnMBOCTI AiTen 40 3arpo3 UMGpOoBOro cepeaoBuLLa.
Tak, y nunHi 2016 B Mexax NpoeKTy NMPpOBOANIOCH ONUTYBaHHS 3a TeMoto «KibepbyniHr». 3rigHo 3 AOCTIAXKEHHSIM,
30% pecnoHaeHTiB 3 3836, sKi BIANOBIW HA NUTAHHSA NPOSBIB KIGePOYiHTY, CTUKHYNWUCS 3 NNITKaMKN Ta BpexHeto,
19% 3a3HaBanu NpamMmx obpas, GoTo 7% noLunproBanm 6e3 ixHbol 3rogn. BogHouac 44% 3 TakMMy BUNagKamm

He cTMkanucs. PeakLieto Ha KibepbyniHr cTano 6nokyBaHHA 6ynepa — 49% onuTaHmx, pO3NOBICTM NPO CUTYaLito
iHWWM Bupiwman 30%. LLe 4% nosigomMunmn npoBanaepis.

BogHouvac 49% pecnoHAEeHTIB nopaannm 6 CBOIM APY3sM, LLIO MOTPanuaM B LIKO CUTYaLlito, Kpalle i 3irHopyBaTu.
LLlogo okpemmnx hopM KibepbyniHry, TO po3CUaaHHA 06pasnmBMX NOBIAOMAEHb CTaN0 NPEAMETOM ONUTYBaHHS
«besneka B iHTepHeTI (KiGepByniHr)» LibOro caMoro NpoekTy. Tak, cTaHoM Ha 26 ntoToro 2019 poky, 38% 3 15095
OnMTaHMX OTPMMYBaNV NOrpo3NMBI Ta/abo NPUHMBINBI NOBIAOMAEHHA B IHTepHeTI. LLlogo peakuii Ha Taki
NOBIAOMIIEHHS, TO 59% onuTaHuX ix irHopyBanu, 19% 610KyBann 0coby, aka NPUHMXKYE, 8% 3anuiiany ckapry
agMiHicTpaTopy colianbHol Mepexki, 7% obpaxanu y BiAnoBiAb, 5% Npocunn NpunuHUTK, 1% Npocumn AoNOMOrTU
CTOPOHHIX Ntofen. HU3bKNA BIACOTOK TUX, XTO MPOCKUB AOMOMOTM B IHLLUX NFOAEN, Ta XXOAHOMO, XTO 3BEPHYBCS

[0 Kibepnoniuil, NiaTBEPAXKYE MNO3ULIKO eKCNEPTIB WOAO YNepeaXeHOCTi MPOTU CKapr Ta HefoBipYy A0 ePeKTUBHOCTI
HasiBHMX cnocobiB 3axmncTy. OnocepeaKoBaHMM MiATBEPAXKEHHAM LIbOr0 MOXXe CyryBaTi nosuLis 34% onuTaHux,
AKi B3arani HiKoOMy He po3noBifanv Npo Lo cuTyalito. 1o 1% mMornm 6 posnoBiCTY LWKINbHOMY NCUMX00ry/
NCUXONOrMHI Ta KiGepnoniuii, i )KOAEeH He AiNnBCa 6 MPOBIEMOLD 3 yUNTENEM/BUNTENBKOO.

MonoBuHa onuTaHux nodinmnace 61 Heto 3 Apy3amu. o 6% posnosinm 6 Npo Le 6aTbkaM Ta aaMiHICTpaTopy
couianbHol Mepexi. LLle 3% posnosinv cBoiM NigNUCHUKAM Y colianbHux Mepexxax. LLoao iHwmx popm KibepoyniHry,
TO AOCHIAXEHHS TOro caMoro npoekTy 3a 2017 pik nokasye, Wwo 28% 3 14710 onuTaHUx CTUKHYNNCS i3 CcUTYyaLieto,
Konm ocobucTy iHbopMmalito (hoTo, Biieo, 3an1cK) po3noBCOIKYBanu B IHTEPHETI (CoLianbHUX Mepexkax) 6e3
TXHbOT 3rogu.

B onnTyBaHHI 3a TEMOKO CEKCTUHTY NMpoekTy U-Report yaano yyactb 25035 pecnoHaeHTiB, 40% 3 AKMX Hagcunanm
KOMYCb CBOI (GOTO IHTMMHOIO 3MICTY. BinbLLicTb 62% pobunn Lie Ha NPoxaHHsA NapTHepiB. O4HaK BapTO 3ayBaXxmTH,
o 1% (opieHToBHO 90 pecnoHAeHTIB) Haacunani hoTo Ha MPOXaHHA He3HAMOMOT IFOAMHW. | Xo4a s KinbKicTb

€ BiJHOCHO HEe3HaYHOO, Taka H6e3MnevHiCTb MOXe NPU3BOAUTI 0 PUBMKIB HAPa3UTUCH Ha KiGEPTrPYMIHT.

BpasnuBicTb A0 pM3amMKiB KiGeprpyMiHry NiATBEPAXKYE LUe OAHEe ONUTYBaHHS B Mexax U-Report, npoeseaeHe
y 2017 poui. Tak, 26% 3 17 373 pecnoHAeHTIB CMiNKyBanuch B IHTEPHETI (colianbHUX Mepexax) 3 He3HaNoMVMK
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NOABMW Ha 0COBUCTI TeMu. 41% pobunn Lie Ansa po3earn, 16% KepyBanucb TUM, L0 HE3HaOMI NoaM He ByayTb
3acymKyBaTth, 12% Yepes NpobaemMmn B 0COBUCTMX BiHOCKMHAX, 9% Yepe3 HEMOPO3YMiHHS B CiM'i Ta 8% yepes
npo6aemMn B CTOCYHKaX 3 OAHOMITKaMM.

3a faHUMU IHLWOro AocnifxkeHHs «fonocu aitei», npoedeHoro Koaniuietro «[MpaBa AUTUHM B YKpaiHi», 19% Aitei
CTUKHYIMCS 3 BYTTIHIOM, i3 HUX — 22% OTpVMyBanv NOrpo3NMBI MOBIAOMIEHHS B IHTEPHETI YN COLliaNbHUX MEpPEXaX.
7% TaKi NOBIAOMSIEHHA OTPUMYBasK Tene®OoHOM. 3aranom y4acTb B ONUTYBaHHI B3sn 1290 aiten.

Ha >xanb, okpecneHe NigTBEPKYE 3HAYHUIA pU3MK 61aronofyyyto aitei Yepes KibepOyniHr, a Takox ix BpasmnBiCTb
[0 KibeprpyMiHry. Brpata KOMyHikaUil i3 CiM'eto Ta HeoBIpa A0 MOXX/IMBOCTEN AONOMOrM, OCOBNNBO Bifl 3aKNaAiB
OCBITU, NMLLIE MOCUIOE PU3MKK 6e3MeKN AiTell B iIHPOpMaLLiiHOMY MPOCTOPI.

2. HallloHanbHe 3aKOHOAAaBCTBO Ta NpaKTrKa

NOro IMMeMeHTaL|l

Lis yacTnHa chokycoBaHa Ha MpaBOBMX 3acafax AepXKaBHOI MONITUKN Y cdepi, Lo € NPeAMETOM OrniAay, 30Kpema,
OLIHEHO NPIOPUTETHICTb 3aB/aHb 3aN0biraHHA Ta NMPOTUAIT KiIGepOyNiHIy Ta KiIGEPrPyMIHIY B JOBFOCTPOKOBUX
PILLEHHAX, IHTErPYBaHHA LIMX ABWULL A0 HaLiOHaIbHOrO 3aKOHOAABCTBA, @ TaKOX MPaKTUKY HaLlioHanbHUX CYAiB

3 MOro iMMnIeMeHTaLjl.

CrtparteriyHi paMku. [1TaHHA 3abe3nedeHHs NpaB ANTWHN 3HAMLLIO CBOE BiAOOPAaXeHHS y CTpaTerivHmX
npiopuTeTax aepy)kaBu y cdepi NpaB NKOAMHKW, 30KPEMa 3 iMMIeMeHTaLlil MiXXHapOoAHWX 3060B'A3aHb, @ TaKoXX
noniTukK, 6e3nocepeaHbo CNPSAMOBAHOI Ha AiTel.

HauioHanbHoto cTpaTerieto y cdepi NpaB MHOANMHM KOHCTAaTOBaHO akTyasbHICTb Mpo6aemM ekcnyaTadil giten,

a OfIMH 3 11 OYiKyBaHMX pe3ynbTaTiB nepefdadvae 3MeHLLEHHS KiJTbKOCTI AiTeN — XepTB eKcrnslyaTtadil Ta HaCuIbCTBa.
Jocartv Uboro pesynbraTty niaHysasocd, 30KpemMa, Yepes yBiAnoBigHeHHA 3aKkoHoAaBCTBa 3 KoHBeHLieto Paan
€Bponu i3 3aX1CTY AiTeil Bif CeKCyanbHOI eKcryaTallil Ta CekcyabHOrO HaCUNbCTBA, @ TaKOX Yepes NpoBeeHHS
JOCNiAKeHb o0 NpoTuAil ekcnnyaTauil Aiter. CTBOpeHHA 6e3nedYHoro iHpopmMalitHoro NpocTopy Ans AiTen
BM3HAYeHO OAHWM i3 NpiopuTeTiB [lep>aBHOI colianbHOI nporpamMu «HauioHanbHWA NnaH fin Wwoao peanisadi
KonBeHUii OOH npo npaBa AWTUHW» Ha nepiod Ao 20271 poky. Llel npiopuTeT BKAtOUYae HaNpsiMu: 3a6e3neveHHs
3aXMCTy NEPCOHANbHNUX JaHUX ANTUHW Ta iHLWOT KOHMIAEHLIMHOT iHbopMaLlil Mpo Hel, 3a6e3nedeHHst 6e3neKkn aiTen
B iH(hopMaLiHOMY NpoCTOpi; hOpMYyBaHHS MONITUKK 3aN0biraHHA NPOsiBaM pPaamnKaniamy, pacuamy, KeeHopobil
Ta iHWWM (hopMam eKCTpeMi3My B AiTel B yMOBax CTPIMKOIrO PO3BUTKY iHDOPMaLiNHKX TEXHONOTIN;

BHECEHHS 0 OCBITHIX Nporpam Ans Aitelt BikoM Big 7 Ao 14 pokiB Ta Nporpam NigBULLEHHNA KBanidikaLii

BUMTENIB NUTaHb 6e3neKkun aiter B iHhopMaLiiHOMY MPOCTOPI; BNPOBAIXKEHHA CUCTEMM COLianbHO-NeaarorivyHol
pOoBOTHK 3 BaTbkaMu 3 MUTaHb He3neku AiTel B iHbopMaLitHOMY MPOCTOPI. BaXKKo OUHUTK CROCI6 BUMIPHOBAHHS
BNPOBaKEHHS LIbOro MPIOPUTETY Yepes HasgBHICTb MLLIE OHOMO iHAMKAaTOpa A0 3aBAaHHA «3anobiraHHs NposABIB
paanKaniamy», a came: KiflbKOCTi AiTel, 3any4eHnx 40 MiXKHapoaHUX NpoekTiB. [Jo npuknagy, He 6yno 6 3aiiB1UM
BMMIPIOBATH KifIbKICTb OCBITHIX MPOrpaM i3 3abe3neyeHHs Ta 3axXMCTy Nnpa. AiTel B iHhOopMaLiiHOMY CepeoBULL,
a TaKOX iHLWI MOHITOPMHIOBI MOKA3HWKW, WOAO NPOTUAIT KiGepbyniHry Ta KibeprpyMiHry.

3axoau X AN peanisallii BULLIE3a3HaYeHNX 3aBaHb CTOCYHOTbCA NepeBaXkHO iIHPOpMaLiiHOT po6oTH 3 6aTbKamuy,
JiTbMU, iHLIMMWM BIANOBIAHNUMM CTENKXONAepaMm LWoAo 6e3nedHoro iHhopMaliMHOro mpocTopy Ans AiTei. Hapasi
BAXXKO 3pPO3YMITW, Ki came Ail MatoTb Ha yBasi PO3POOHMKM Nporpamu 3axoay «32.2. NpOBEeAEHHST KOMMNIEKCHNX
3axoAiB i3 3anobiraHHs GoOpMyBaHHIO Y AiTel NPOSBIB paauKaniaMmy, pacuamy, kceHohobil Ta iHWKX Gopm
eKCTpeMi3My». He 6epyyu nig CyMHIB NPOBeAEHHS LUIMPOKOMACLLTabHOI iIHpOopMaLinHOT po60oTH, 6e3 6iNbLLIOro
PO3YMIHHSI KOMMJIEKCY NOCAYT i3 3anobiraHHs NPosIBiB paavkaniamy NponoHOBaHI KPOoKKM 3 peanisalii npiopuTeTis
nporpamMu BUrnsaroTb HeAOCTaTHIMKU. OHaK cama HassBHICTb LMX NPIOPUTETIB Y NONITUHHOMY MOPSAKY AEHHOMY
[O3BOJISIE HANONAraTh Ha IX BTIIEHHI.
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LLle ofHMM OOBrOCTPOKOBUM PILLEHHSAM, MAaH 3aX0fiB AKOr0 MOXE MICTUTU KPOKK 3 NpOTUAil KibepOyniHry,

€ HauioHanbHa cTpaTeris pedopMyBaHHS CMCTEMM FOCTULIT LLIOAO AiTel Ha nepiof Ao 2023 poky. «Lis CTpaTeris
CNpsIMOBaHa Ha pPO3B'A3aHHS OCHOBHMX CUCTEMHMX NPOGEM HOCTULLT CTOCOBHO AiTel, NoAonaHHS NporanmnH

y CUCTEeMi MiDKBIAOMYOI B3aEMOAIT, 3a6e3MneyeHHs NpodiNnakTUYHOI, CoLlianbHO-BMXOBHOI pOo60TH Ta pob0TH,
CNpPAMOBAHOI Ha pecoliaisaLito HEMOBHOMITHIX, AKI CXWU/IbHI 4O MPOTUNPABHOI MOBEAIHKM Ta BUUHUNN
NpaBOMOPYLLUEHHSA, @ TAKOX Ha NMOCUNEHHS 3aXUCTY MpaB AiTen, ki NOTePNINK Bif NpaBonopyLIEHb, 30KPEM3,
HACUNbHULbKOrO XapaKTepy, Ta AiTei, aKi € CBiAKamMu npasonopyLleHby. Orasaa nuule TpboxX CTpaTeriyHmx
JIOKYMEHTIB 403BO/sIE FOBOPUTM NMPO HAsABHICTb PaMOK A5t dOpMyBaHHS HEOOXIAHOrO MpaBoOBOro Nos

i3 3anobiraHHs Ta NPOTUAIT KIGepOYiHTY Ta KiIGeprpyMiHry.

Ki6ep6yniHr y npaBoBoMy noni. 3 NpuiiHATTAM 3aKoHy YKpaiHu «[1po BHECEHHS 3MiH [0 AeAKMX 3aKOHOAaBYMX
akTiB YKpaiHu Wwono npotunaii 6yniHry (LbKyBaHH)» 6yno chopMoBaHO BiANOBIAHY AepXXaBHY NOMAITUKY. 3rigHo

i3 3akoHOM: «ByniHr (LbKYBaHHS), TO6TO, AiHHA Y4aCHUKIB OCBITHBOIO MPOLIECY, sIKi MOSAratoThb Y NCUXOMNOriYHOMY,
DiZNYHOMY, EKOHOMIYHOMY, CEKCYaTbHOMY HAaCKIBbCTBI, 30KPEMa i3 3aCTOCYBaHHAM 3aC06iB eNeKTPOHHMX
KOMYHiKaLi#, L0 BYMHAOTHCS CTOCOBHO MaNONITHBOI Y1 HEMOBHOMITHBOI OCOBM abo Takok 0OCOBOHD CTOCOBHO
iHLLMX y4aCHMKIB OCBITHbOrO MPOLECY, BHACNIAOK Yoro Morna 6yTi Ymn 6yna 3anofisHa LwKkoaa NcuxiyHoMy abo
diznyHOMY 300POB’t0 MOTepniNorox. [ponoHOBaHMIA OrNA4 He CTaBUTb COBI 3a METY aHani3 3akoHy sIK Takoro.
IHTepec CTaHOBWUTbL MMLLE MOro ebeKTUBHICTb NPOTUAIT BYNiHIY B LMMPOBOMY CepeoBULLj.

YXBaneHui akT, 6e3 CyMHIBY, Mae Ba)k/IMBe 3Ha4eHHS 4719 3MeHLLEeHHS 6e3KapHOCTi 3a NepecigyBaHHS

B OCBITHbOMY CEepeAOBMULLI, OAHAK MOro ebeKTUBHICTb MPOTUAIT NepecnigyBaHHIO 3 BUKOPUCTaHHAM iHDOpMaLinHUX
TEXHOMNOTi Hapas3i OLIHUTM CKNagHO. YaCcTUHY BU3HAUYEHHS <...> y TOMY YMCHI i3 3aCTOCYBaHHAM 3acobiB
€NEKTPOHHMX KOMYHIKaLi <...> MOXXHa BBaXkaTv (hopMabHMM BU3HAHHAM KiGepbyniHry Sk pysmKy NpaBam AUTUHW,
ane 4y BUrNA4ae Le JocTaTHiM? Bulle 3ragyBanach NosuLis eKCnepTiB Wogo AyanbHOl MpUpoan KibepoyiHry.

3 0aHOro 60Ky, Moro MoXXHa po3rnaaaTv SK NPOAOBXEHHS 6yNiHrY B odaaiiHi. Y LibOMy 3B'A3Ky MPOMOHOBaHi
3axoAy NpoTUAil NpautoBaTMMYTb, HaNeBHe, OAHAKOBO. [1poTe, 3 APYroro 6oKy, KibepbyniHr MO)KHa po3rnaaaTh i

AK CaMOCTIHe ABULLIE, He 060B’'A3KOBO MOB’'sI3aHe 3 BiAHOCHHAMM No3a LMMPOBUM cepeaoBumLeM. 3 Liel no3unuii
eeKTUBHICTb 3anobiraHHsA Ta NpoTUAIA KibepOyniHry BUaHadeHMM 3aKOHOM 3acobamMm JOBOAMTLCS MOCTaBUTH
niZ CyMHiB.

3aKOH NEBHUM YMHOM MPOMOHYE KOOPAMHALLIKO IHCTUTYLIN 3 NpoTuAil 6yAiHry — 3aknag OCBITH, MOro 3aCHOBHUK
(NepeBaykHO opraH MicLIeBOro caMoBpslyBaHHs), opraHu HaljioHanbHoT noniuii YkpaiHu, Cny>kou y cnpasax aiTen.
MpoTe neBoBa YacTka 3axodiB 3anobiraHHA Ta NpOTUAIT OyAiHIY NEXUTb CaMe Ha 3aknagi OCBITH. Tak, KePIBHMK
3aKknafly OCBiTU «3abe3neyye CTBOPEHHS Y 3aKnafi OCBITU 6e3Ne4YHOro OCBITHBOrO CEPeAoBULLE, BiIbHOMO Bif
HacwnbCcTBa Ta 6yniHry (LbKYBaHHS), y TOMY YACAi: pO3pOo6Ise, 3aTBEPAYKYE Ta ONPUNFOAHIOE MaH 3aXofis,
CMPSIMOBAHMX Ha 3anobiraHHs Ta NpoTuAito 6yniHry (LbKyBaHHIO) B 3aK/afli OCBITY; PO3r/isaac 3asiBu Npo BUMaAKM
BYniHry (LbKyBaHHSs) 3006yBadiB OCBITK, XHIX 6aTbKiB, 3aKOHHNX NPEACTaBHUKIB, iHLLIMX OCI6 Ta BUOAE PILLEHHS PO
NPOBELEHHS PO3CIiyBaHHS; CKIIMKAE 3acigaHHA KOMICIT 3 poa3rnsay BunaaKis 6yniHry (LbKyBaHHs) 419 NPpUAHATTS
pilllieHHs 3a pe3ynbTaTamMun NPOBEAEHOr0 PO3CAiAYBaHHS Ta BXXMBAE BiANOBIAHMX 3aX0AiB pearyBaHHs; 3a6esnedye
BMKOHaHHS 3axofiB ANs HafaHHS CoLianbHUX Ta NCUXONOro-nefarorivyHmx Nocnyr 3godyBadam OCBITH, SKi
BYMHMWIM BYNIHT, CTanu Moro ceifgkamu abo nocTpaxkaanu Big 6yniHry (LibKyBaHHs); MOBIAOMIIAE YNOBHOBaXEHNM
ninposainam opraHis HauioHansHOT noniuil YkpaiHu Ta cny»k6i y cnpaBax fAitei npo Bunaaxkun 6yniHry (LbKyBaHHs)

B 3aKNafi OCBITM». Yy CNPOMOXHI 3akiaau OCBITM peanisyBaTy Lii MOBHOBaXEHHA B CUTYyaLil KibepOyniHry?

MeBHI BMAM KiGeEPBYNiHIY MOXYTb BiAbyBaTMCS, MO-NepLUe, 3a MeXXaMu 3aknagy OCBiTK, MO-ApYyre, OHNaH-
KONEKTUBM He 060B'I3KOBO € MPYMOH OAHOMO M TOro camMoro 3aknagy. BUHMKae  cyMHiB LWOA0 CIPOMOXHOCTI
CMCTEMM OCBITY, 30KPEMa, OCBITHIX 3aknafiB 3anobiratv Ta NPOTUAIATY KiGepbyniHry, CYMHIBM LLOAO AKOI (haKTUYHO
NiATBEPANNN pe3ynbTaTh AOCNIIKEHD, HABEEH! B MEPLLIA YaCTUHI. 3PELLTOD, Y1 MOXE 3aK/1aZ, MPOBECTH
BIANOBIAHE PO3CNiAYyBaHHS, TUM Made, KON NTUMETHLCS NPOo BUAM NepecnigyBaHHsA B LMGMOPOBOMY CepeloBuLLj,
MOB'sA3aHi 3 NePCOHaNbHNUMM AaHUMK? HaBiTb 6iNblue, YW 3MOXKYTb (axiBLi 3akiagy OCBITU HANEXHO OUIHWUTK
LLUKOAY, HaHeCeHY OUTUHI Yepes, Hanpuknag, colianbHi Mepexi? Ha »anb, OKpecneHe He J03BONAE rOBOPUTU MPO
[JOCTaTHICTb 3ax0A4iB ANA 3an06iraHHa Ta NPOTUAIl KibepbyniHry.
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3a Kinbka MicAuiB Ail 3aKOHY WoAO0 NPOTUAIT 6yNiHrY NPUAHATO HU3KY CYAOBWX PilleHb, WO A03BONATb
NPOCTEXNUTM MOro eeKTUBHICTb Yy CUTYaLil MPOTUAIT KibepbyniHry. Tak, cTaHOM Ha 5 KBIiTHS 2019 BMHeceHO
48 nocTaHoB cyaiB BiANoBiAHO A0 cTaTTi 173.4 Kogekcy npo afMiHICTPaTUBHI MPaBONOpYLLIEHHS.

I3 MaTepianiB NOCTaHOB BHAYaETbCH, LLO YOTUPY BUNAAKM MOXHa TPaKTyBaTK sK Kibep6yniHr. [NpoTokonn 3a
[BOMa cripaBamu 6ynn cknageHi 3a GakToM PO3MnOBCOAXKEHHST GOTO 6e3 3roam ocobu. B ogHOMyY BUNaaKy

yepes viber, y Tpbox iHWKX — Instagram. BnacHe, nepuia cynoBa [1ocTaHOBa Bif 5 NKOTOrO BUHECEHa 3a PaKTOM
PO3MOBCHOAKEHHA (HOTO Yepes Instagram. Ak npukiag ogHiel 3i cnpas: 0coba, OTPUMaBLLIX 3roA0M BUAaNeHi GoTo
IHTMMHOIO XapaKTepy, CTBOpMIa QENKOBY CTOPIHKY, Yepes Ky PO3MOBCHOAKYBana Li poTo cepe OAHOrPYNHUKIB
noTepninor.

BukopucTaHHs iHhbopMaLinHO-KOMYHIKaLiNHMX TEXHOOTI 3ragyBanoch y MaTtepianax Lie ABOX Crpas. 30Kpema,
[10 OCOBM 3aCTOCOBAHO CTAMHEHHS Y BUMAAI FPOMAAChKMX POBIT 3a BUMHEHY GiliKy. MpoTe, 3i cniB wiel ocobu, nogil,
LLO Tpanuamcs, 6ynm 3aXxMCTOM NOAPYIM Bif MOrpo3, WO NOWMPHOBanUCa Ha il iM'a iHLWMMK Yepes coljianbHi Mepexi.
[lo cnoBa, iIMOBIpHI MOrpo3n Yepea coLlianbHi Mepexki, Ha ki BKadyBanoch Y CBIAYEHHSX, He Oy PO3TAAHYTI.
OcTaHHE MOXe CBIYNTM NPO HEOCTATHICTb 3HaHb 3 MPOSABIB KibepPbYiHry, 30KpeMa, Mif Yac CKagaHHs
BIANOBIAHWX aAMIHICTPATUBHUX MPOTOKOSIB.

KiéeprpymiHr y npaBoBoMy noni. LLlogo npoTuail npaBonopyLLEHHSIM, MOB'A3aHNUM 3 KiGeprpyMiHIomMm,

TO HaljioHa/lbHe 3aKOHOaBCTBO 6€3M0CEPEHBO HE MICTUTb MOJIOXKEHD, CIIPIMOBAHUX Ha peasiizal|ito CTaTTi

23 KoHBeHUiI Pagun €Bponuv npo 3axuCT AiTeN Bifj CEKCYaslbHOI eKerlyaTalli Ta CeKCyaslbHOro HacubCTBa. 3BIiCHO,
PO3CNiAYyBaHHSA LIMX 3TOUYMHIB MOXHa PO3rIa4aTh Yepes iHWi ctaTTi KpUMiHanbHOro KOAEKCy, a caMe: cTaTTi
153-159 Woao cekcyanbHOr0 HaCUNbCTBA, 30KPEMA, CTOCOBHO fiTel. [NipLue, KO MAETbCS NPO MPaBOoMnopYLUEHHS,
CKOEHIi OHNAMH, ie MOXHa Xxiba Lo 3acTocyBaTn HOpMM cTaTTi 301 KprMiHanbHOMO KOAEKCY OO0 BUrOTOBEHHS,
36yTy Ta pO3MNOBCIOAXKEHHS MopHOrpadii.

AK NpaKTUYHWIA NpMKIaL MOXHa HaBEeCTW NPOBayKeHHs [lenapTaMeHTy Kibepnonilii LLoAo BUKPUTTS YOOBIKa,
AKNIA Y coLMeEpeXax NpUMyLLYBaB AiTel O CTBOPEHHSA MOPHOrPadivHMX 306paxeHb. «Bxoaayun y AoBipy

[0 HEMOBHONITHIX, 3TOBMUCHWK MPUMYLLYBAB X 40 CTBOPEHHS BNacHMX GOTO Ta Bifeo NOpHOrpadivyHoro
XapakTepy, NiCNA YOro WaHTaXyBaB ONpUAOAHEHHAM LMxX hoTo. OTprMaHy (hoTo- Ta BiAeONPOAYKL it 3TOBMUCHMK
BMKOPWCTOBYBAB A5 BNacHux NoTpeb i Ans 06MiHy Ha TeMaTUYHOMY POCIICbKOMY 3aKpUTOMY Beb-pecypci. Hapasi
3/TOBMUCHWMKY BXE OrOSIOLEHO NPO NiJ03PY Y BUMHEHHI 3104MHY, NepeadadeHoro Y. 4 ¢T. 301 KK YkpaiHu. Hapasi
MNOMY 3arpoykye A0 AECATU POKIB YB'A3HEHHSI».

HesBarkaroum Ha feknapyBaHHs 3abe3nedeHHs NpaB Ta 6e3neKku aitel B iHhopMaLiiHOMY cepeoBMLL

B CTpaTeridyHnX JOKYMEHTaX, X peasibHOro BTINEHHSI B MPABOBOMY MOJi Hapasi He CNocTepiraeTbCA. 3aKOH LLOA0
NpOTUAIT ByNiHIY BUrNSAae HeAoCTaTHIM ANs nonepeayKeHHs PU3NKiB MOPYLLUEHHSI MpaB Ta HAacKMbCTBa CTOCOBHO
aiTen y umdpoBOMY CEpeoBULL.

3. MI>KHapOoaHI Ta perioHanbHI CTaHZapPTW

HopMn MidkHapoA4HOro npasa B ranysi npaB NroAUHWU/ONTUHK, BKNOYaro4KM Kk ctaHgapti OOH, Tak i perioHanbHi
IHCTPYMEHTM 3 NpaB MAMHN, MOBUHHI CTAHOBUTM OCHOBY A1t PO3PO6KM HaLioHaIbHOro 3aKOHOAaBCTBA
3anobiraHHsa Ta NPOTUAIl KiIbepbyniHry Ta KibeprpyMiHry. Y Ui YaCTUHI NPOaHanisoBaHO AOKYMEHTW, BUAAHI
Opratizadieto O6'egHaHnx Hauii Ta Pagoto EBponu LWOAO0 3axMCTy Npae AdiTen B iHhopMaLitHOMY NpoCTopi.

mo6anbHuii piBeHb. KoHBeHLia OOH npo npasa antuHy (1989) nae HalbinbLL NOBHWIA BUKA Npas aiTeit

i BOOHOYAC HafiNsae Ui npaBa CUI0K MiXKHAPOAHOro npaea. Y CTaTTi 2 ifAeTbCa Npo Te, WO AepXXaBu-yHacHMLU
noBaxkatoTb | 3abe3MneYyroThb YCi NpaBa, NnepeadadeHi Lieto KOHBEHLIIEHD, 3@ KOXXHOM ANTUHOLO, ika nepebyBae

B Mexax IxX topucanKLil, 6e3 6yab-9KOl ANCKPUMIHALLT He3anexHOo Bif pacu, Konbopy LWKipwW, CTaTi, MOBW, peniril,
NoNITUYHMX a0 IHLWMX NepeKoHaHb, HaLioHabHOro, eTHIYHOMO ab0o COLiaNibHOr0 MOXOAXKEHHS, MAMHOBOIO CTaHy,
CTaHy 3[0POB'sA N HAPOMAXKEHHSA ANTUHW, T 6aTbKIB UM 3aKOHHMX OMiKYHIB ab0 SKMX-HEBY/b iHLIMX OBCTaBMH.
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CtaTTeto 16 MixkHapoAHOro AOroBOPY NepeadadveHo, Lo «KoaHa AUTMHA He MOXKe 6yTr 06'eKTOM CBaBifIbHOro abo
He3aKOHHOro BTPyYaHHS B 3AiMCHEHHS Il MpaBa Ha 0COBUCTE I CIMEHE XUTTS, HeAOTOPKAHHICTb XXUTNa, TAEMHULIO
KOpecnoHAeHLiI ab0 He3aKOHHOMO MOCAraHHs Ha il YecTb i rigHICTb». CTaTTa 19 rapaHTye, WO AepXXaBu-yHacHuL
BXMBAKOTb BCiX HEOOXiAHNX 3aKOHOAABYMX, aAMIHICTPaTMBHMX, COLianbHMX | MPOCBITHIX 3ax0fiB 415 3aXMCTy
OWUTUHW BiA yCiX GOPM (DI3UYHOMO Ta MCUXOMNOMYHOr0 HAaCUIbCTBAE, 06Pa3K YK 3M0BXKMBAHb, BIACYTHOCTI NiKMyBaHHS
4u Heabanoro  6pyTanbHOMO MOBOMKEHHS Ta eKcryaTallil, BKNHoYatoUm CeKCyasibHi 3M10BXMBaHHS, 3 6OKY
6aTbKiB, 3aKOHHWX OMIKYHIB YK ByAb-KOT iHLLOI 0COBW, iKa TypbyeTbca Npo AnTKHY. Y CTaTTi 39 Aep)kaBu-ydacHUU
BXMBAKOTb BCiX HEOOXiAHNX 3aX0AiB 415 CMPUAHHSA DiSMYHOMY Ta MCUXOAOTYHOMY BiJHOBMEHHIO Ta CoLliabHii
iHTerpauil AUTUHW, AKa € XXEPTBOK BYAb-AKNX BUAIB HEXTYBAHHS, eKCniyaTallil YM 3N10BXMBaHb, KaTyBaHb 4n
6YAb-AKMX XXOPCTOKMX, HEMFOACHKMX ab0 MPUHMXKYIOUUX MAHICTb BUAIB MOBOAXKEHHS, MOKapPaHHS Yn 36POAHMX
KOHMNIKTIB. Take BIAHOBNEHHA 1 peiHTerpaLis NOBUHHI 34iMCHIOBAaTUCA B YMOBaX, LLO 3a6e3Me4yroTb 340pOB's,
camonoBary w rigHiCTb AUTUHW.

Y MOTUBYBasbHI YacTUHI ®aKynbTaTMBHOIO NPOTOKOY A0 KOHBEHLIT Npo npaBa ANTUHM LLOAO TOPTiBNI AiTbMMU,
ANTSAYOI MPOCTUTYLIT Ta AUTAYOI NOpHOrpadil BUCOBNEHO CTYPOOBAHICTb LOAO BUKOPUCTAHHSA IHTEPHET-, iHLLNX
iHbopMaLiAHMX TEXHOMOTi 419 NOLMPEHHSA ANTAYO! NopHorpadii. Big Lboro Yacy Ta BNpoAoBX TpMBanoro nepiogy
KomiteT OOH 3 npaB anTuHu (Aani KomiteT OOH) y CBOIX KOMEHTapsix KOHCTaTye HEOBXiAHICTb 3abe3nedeHHs Ta
3aXMUCTy NpaB ANTMHN B UMb poBoMy cepefosmLi. Y 2014 poui HUM NpoBeAEeHO BiAMOBIAHY AMCKYCIO LWOAO LibOro.

Y 3aranbHomy komeHTapi 13 (2011) wopo ctatTi 19 KoHeeHLii KomiteT OOH 3ayBakmns Ha NMCUXONoriYHoOMy
3aNAKyBaHHI, @ TAKOX NPUHMKEHHI [1iTei 3 60Ky AOPOCMX UM iHLWMX Ntoaeit (KiGepbyniHr), 3okpema yepes
BMKOPWCTaHHS iIHPOPMaLiMHO-KOMYHIKaLLIMHUX TEXHONOT I, TaKMX 9K MOGINbHI TenedoHw, IHTEPHET Ta iHLWe.
CaMe TOMy fiep>kaBa Ma€e BXWTU 3aX0AiB LLOA0 3aXMCTy NpaB AiTel, NiaBMLLIEHHS X 06i3HAaHOCTI BUKOPUCTaHHI
iHbopMaUIAHNX TEXHONOTIN.

3rogom y 3aransHoMy komeHTapi N220 (2016) npo peanisaLito Npas AWTWHW B NiANiTKOBOMY Billi KomiTeT OOH
HaronoLlye Ha BaXNMBOCTI LMMOPOBKNX TEXHONOTIN AN 06MiHY iHhopMalLlieto, HaBYaHHA Ta BUPaXKeHHSA NOrAsaiB.
Llel IHCTUTYT TakoXX NpuBepTae yBary 4o puU3mKiB npaBamM AUTUHM, AKi HeCe i3 COO0r LUMdpOoBe cepeaoBULLE.

[0 Lumx pr3KnKiB, 30KpemMa, BIAHOCHTD i KIGepbyniHr Ta KibeprpyMiHr. 3amicTb 06MexKyBaT1 AOCTYN NiANITKIB

[0 iHpopMaUinHKMxX TexHonorin KomiteT OOH pekoMeHAyeE: «<...> 3axMLLaTL iX Bif 3arpo3 3a AJONOMOrOH LUMPOKMX
cTpaTerii, 30Kpema NiaBULLEHHS 06i3HAHOCTI LLI0AO MEPEXKEBUX PUBNKIB, @ TAKOXK CTPATETII, CPSIMOBAHNX

Ha 3abesneyeHHs iX 6e3neKkun, NOCUNEHHST 3aKOHOAABCTBA Ta MPaBOOXOPOHHUX MEXaHI3MIB 3 TUM, W06 A0BMBATUCH
BUMPILLEHHS Npo61eM HacKIbCTBa CTOCOBHO AiTel B IHTEpHETI Ta BECTM 60pOTbOY 3 6e3KapHICTIO, @ TaKoX
HaBYaHHA 6aTbKIB Ta (axiBLiB, AKi NPaLTb 3 AiTbMU. [lepxxaBam Hanonernmeo NponoHYETLCH 3a6e3MNeUnTm
aKTUBHE 3ay4eHHsA NiANITKIB A0 BUPOOIEHHS Ta BNPOBaAKEHHS iHiLliaTUB, CIPSMOBAHMX Ha MOCUIEHHS Ge3neKun
B IHTEpHETI, 30KpeMa Yepes NPOCBITY 3 6OKY OAHOMITKIB. [1OTPIOHI i IHBECTULIIT Ha PO3BUTOK TEXHOOTYHMX PiLLIEHb
chepu nonepemykeHHs Ta 3aXMCTY, @ TaKOXK 3a6e3MeUeHHsT MOXIMBOCTI OTPUMaHHS AOMNOMOTM Ta NiATPUMKM.
[ep>kaBamM pekoMeHA0BaHO BMMaraTy Bif NiANPUEMCTB OinbLUy 06EPEXHICTb LLOAO NPaB AiTel AN BUABEHHS,
nonepeaykeHHs Ta NOM'aKLLEHHSI PU3NKIB NpaBaM AUTUMHM B Yac BUKOPUCTAHHS HUMMK eNeKTPOHHNX 3MI

Ta iIHOOPMALINHO-KOMYHIKaLiMHWMX TEXHONOTIN.

Ha vac HanucaHHs ornagy Komitet OOH 3 npaB ANTUHKM po3noYaB MiAroTOBKY 3arajibHOro KOMeHTaps

OO NpaB AUTUHM Y LMPPOBOMY cepeaoBuLL. LIinao ManbyTHbOro KOMeHTapst MOBUHHO CTaTW MOCUEHHS
apryMeHTIB aKTUBHUX AiN Y Ui cdepi, @ TaKOX BUSHAYNTW, IKi 3aX0AN CIJ BXUTU AepXKaBaM [N BUKOHAHHSA

X 3060B'A3aHb 3 MPOCYBaHHS Ta 3aXMCTy NpaB AiTel y UMdPOBOMY cepeOBULLji Ta 3a MO0 ONOMOrOHo,

a TaKoX §K CMiBMpaLtoBaTh B LbOMY HanpsIMKY, CKa)kiMo, 3 6i3HECOM. P13MKKN AOTPUMaHHIO MpaB ANTUHM

B iH(bopMaLiiHOMY MPOCTOPI CTann NpeaMeToM yBaru 1 CnelianbHOro NpefcTaBHMKa [eHepanbHOro cekpeTapst
OOH 3 nuTaHb HacKNbCTBA CTOCOBHO AiTei (aani — CneuianbHuUii npeacTaBHKK) y horo [onosigi 2016 poky,
aapecoBaHii Paai 3 npas ntogavHK. Y [JonoBiAi 3BepTaeTbCs yBara Ha BUKNK KibepOyniHry, Wo Habupae 06epTiB
3 PO3BUTKOM iH(DOPMaLIiHMX TEXHOJOTIN Ta JOCTYNOM AiTel A0 HMX. «KibepbyniHr — Le OAHa 3 HanbIiNbLINX
npo6aem CTOCOBHO AiTEN, WO Ni3HAOTb CBIT Mepex. EBPOMNENChKi 4OCHIAXKEHHS CBiAYaTb, LLO MOLUMPEHHS
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06pasnMBMNX NOBIAOMAEHb HE HANBINbLUNIA PUBKK Y LMDPOBOMY CepeaoBULLI, ane TakKi MOBIAOMIEHHS HayacTilwe
TpUBOXKATb AiTei — BiNbLUICTb AiTel, AKi OTPMMYyBanu Taki NOBIAOMAEHHS, 3BepTanMCs Mo coLianbHy NiATPUMKY,
a 6% Bmaananmn abo 610KyBann Taki NOBIAOMIEHHSY.

[ns 3anob6iraHHA Ta npoTuail KibepoyniHry CrneuianbHWUiA NpeACTaBHMK MPOMNOHYE 30CEPEaNTICH Ha POPMYBaHHI
BiANOBIAHOro 3aKOHOAABCTRA, MPOrpam OCBITY AiTel Ta 6aTbKiB, NiABULLEHHI GaxoBOro piBHsS daxiBLiB, sIKi
npaLtooTb 3 AiTbMU. «[lesKi KpaiHu NPUAHANN cnevjianbHe 3aKOHOAAaBCTBO LLOAO0 NPOTUAIl KIGepOyNiHry.
Po3po6nstoyn 3akoHOAABCTBO Ta MNOAITUKM LLOAO KibepOyniHry, cnia MaTun Ha yBasi noro HeOAHaKOBWIA BNANB
Ha [iTen pi3HOro Biky». Y Uil e A0oNOoBIiAi MPOMNOHYTLCA MOAENT 3aKOHOAABCTBA i3 3aXUCTY NpaB AiTel Bif
KiGepbyniHry.

1. [ep>kaBa He yxBantoe OKPEMOrO 3aKOHOAABCTBA 3 MPOTUAIT KiIGepBYNiHry, AKLO HasgBHI HOPMW KPUMIHaIbHOIO
3aKOHOAABCTBA LOAO AOMaraHb, LibKyBaHHS, PO3KPUTTSA 0COBMCTOI iHopMalLlil 3a6e3neyytoTb AOCTaTHI
3axMCT. Taki HOPMK MOXXYTb JOMOBHIOBATUCH LMBISIbHO-MPABOBMMM 3aX04aMu, 30KPEMA, i3 3ayHeHHSAM
OMOBYACMEHA YU IHCTUTYTY 3aXMCTY NEPCOHANBHUX AAHMX.

2. BKkNtoYeHHs 4o 3aKOHOAaBCTBa NPaBOMoOpYLLUEHb, MOB'A3aHMX i3 KibepbyliHFOM Ta KibeprpyMiHIrOM, 30KpemMa,
nyénikauis iIHTMMHKUX hoTO 6e3 3roan, onocepeakoBaHe AoOMaraHHs Ta NoAaHHsa cebe B IHTepHETI AK iHLWOT 0CooM.

3. 3akoH Hajae MOX/MBICTb 0CO6i 3BeEpTaATUCS [0 Cyay 3a 06pasmn Yepes IHTEPHET, 30KpeMa BUMaraTtu BignosigHuMx
3360pPOHHUX NpUAKCIB. Lli mpynncu MoXyTb BKIHOHaTM 3a60OPOHY KOHTaKTYBaTH 3 OCOO00, OBMEXKEHHS
KOPUCTYBaHHS 3aco6ammn KOMYHiKaLlih abo HaBiTb TMMYacoBe YM NOCTiiHE BMyYeHHS 3acoby KOMYHiKaLli,
3a JONOMOIOO IKOr0 3/iNCHIOBABCS 6YiHT.

4. CTBOPOETLCS OKPEMMIA IHCTUTYT, A0 MOBHOBAXEHb SIKOFO HANEXMTb NUTaHHA KiGepOyiHry Ta iHLIKX NOpYyLLEHb
npas NOANHW Yepes iHhopMaLliiHi TeXHONOTIT. Taka IHCTUTYLIA NPOBOANUTL PO3CNIAYBaHHS 3a CKapramu,
hopMye cTaHaapTv 6e3nekun B IHTepHETI, B3aemMogie 3 iHTepHET-NOCepeaHNKaMM LLIOAO KOHTEHTY, KM MOxKe
pPO3rNaAAaTUCh K KiGepoyiHT.

5. 3aKOHO4ABCTBO, CMPSAMOBAHE Ha LLIKOIM Ta OCBITU. LLIMPOKI MPOCBITHULbKI NpOrpaMm CNpAaMOBaHi Ha HadaHHS
NoBHOI iHDopMaLlil NoASM LLOAO MOXMBIX 3aC06iB 3aXMCTY, BiAMOBIAHNX MOCYT.

PerioHanbHui1 piBeHb. EBponeiicbka KOHBEHLA 3aXUCTy NpaB NHOANHM Ta OCHOBOMOSIOXHMX CBOOO MOLLIMPIOETLCS
AK Ha NOBHOMITHIX, TaK i AiTel. Y npakTuui EBPONENCHKOro cyay 3 NpaB NoAMHN HAasBHI CNpaBu NOB'A3aHi

i3 3axMCTOM NpaB y undpoBomy cepenoBuLLi, 3okpema K.U. npotn QiHNAHAIN, AKa CTOCYETbCA KpaaixkKM
iIeHTWMYHOCTI. Big iMeHi ABaHaAUATUPIYHOIO X1I0N4YMKa Ha IHTEPHET-CANTi 3HaMOMCTB 6YN0 PO3MILLEHO OrOMOLLEHHSA
CEKCYanbHOro xapakTepy. 3rifHo i3 YAHHUM TOrodacHUM PIHCLKMM 3aKOHOAABCTBOM, aHi NMOMIUif, aHi cyam

He MO/ BMMaraTu Bif NpoBalaepiB HaJaHHs iHhopMaLlil CTOCOBHO 0Co6U, iKa po3MicTuna iHhopmaliito.
MNpoBaiaepn BiAMOBUAMCH AaBaTy iHbopMaLiito MPo 0coby, MoCKUIatoYnCh Ha 1i KOHQIAeHUiIMHICTL. ECIJT
KOHCTaTyBaB MOPYLLUEHHNA cTaTTi 8 KOHBEHLLiT, BUPILLMBLUW, LLIO PO3MILLEHHS OrONOLLEHHS BY10 3/I0UYMHHOO AIEtO,
OCKifTbKM 3p06MI0 HEMOBHOMITHLOIO LiNAo Nnegodinis. ECMJ1 nocTaHOBMB, WO edheKTUBHE pO3CAidyBaHHS HE MOM/IO
6yTr1 po3noYaTo Yepes HasBHICTbL 060B'A3KOBOI YMOBM AOTPUMaHHS KOHMbiAeHUiMHOCTI. Ha aymky €C, «cnig 6yno
NPUNHATN 3aKOHOAABCTBO, IKe MOrf10 6 Y3roanTW NPUHLUMN KOHMIAEHUIRHOCTI IHTEpHET-NOCAYT 3 iIHTEpecamMu
3axMCTy CyCMiNbHOMO NOPSAAKY, NonepeaykKeHHs 3/T04MHIB Ta 3aXMCTY Npae i CBOOO iHLLIMX OCi6, 30KpemMa AiTel

Ta IHWWX BPa3NMBUX FPyn».

KoHBeHList NpO 3aXWUCT AiTel Bif cekcyanbHOT ekcrulyaTallii Ta cekcyanbHOro HacunbcTBa (fani — JlaHcapoTcbka
KOHBEHLUis) 6yna NepLMM MidKHAPOLHUM iIHCTPYMEHTOM, AKWUIA KpUMiHaniaye qoMaraHHs AiTei Ans cekcyanbHux
Line yepes iHdhopmaLiiHi Ta KoMyHikaLiHi TexHonoril (IKT)». CTaTTa 23 JlTaHCapoTChKOl KOHBEHLIIT BU3HAYaE:
«KoykHa CTopoHa BXMBae HEOOXIAHMX 3aKOHOAaBUMX ab0 iHLLMX 3ax0fiB 419 3abe3nedeHHsa KpuMiHanisadii
YMWCHOI Npono3uLi, 3po6/eHOT AOPOCAOH NHOANHOK 3a AONOMOTOR iIHDOPMAaLIMHO-KOMYHIKaLIiRHWX TEXHONOTIN,
3yCTPITUCA 3 AUTUHOLO, IKa He focsArna Biky, NnepeadadeHoro nyHKToM 2 cTatTi 18 uiel KoHBeHLl, /19 CKOEHHS
NpPOTU HEl OAHOIO 3 MPaBOMOPYLUEHb, NepeadaqeHnX NiANYHKTOM «a» NyHKTY 1 cTaTTi 18 abo nignyHKTOM

«a» NyHkTy 1 cTaTtTi 20 wiel KoHBeHLUil, aKLWo nicns uiel npono3suuii Bigdynmch icTOTHI Ajl, Lo Npu3senmu o

TaKol 3ycTpidi». [paBonopyLleHHs, nepeadadeHi NiAnyHKTOM «a» NyHKTY 1 cTaTTi 18, BK/IOYatoTh: «a) 3aHATTS
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JISNBHICTIO CeKCyanbHOro XxapakTepy 3 AMTUHOMD, AKa He AocAria nepeadadveHoro 3akoHo4aBCTBOM BiKy ANS
3aHATTA AiSNBHICTIO CekcyallbHOro xapakTepy; b) 3aHATTA Ais/IbHICTIO CeKCyanbHOro xapakTepy 3 IUTUHOD, KOS
BMKOPWCTOBYETHCS MPUMYC, C1A YK MOrPo3M abo HACKNBbCTBO 3A4INCHIOETHCS 3i CBIAOMMUM BUKOPUCTAHHAM AOBIpH,
aBTOPUTETY UM BNAMBY Ha ANTUHY, 30KpeMa B CiM'T, a60 HaCUIbCTBO 3AiNCHIOETLCS B 0CO6/IMBO Bpa3nvBild ans
OVNTUHW CUTYaUil, 30Kpema, 3 TPUYMHM PO3YMOBOI YM (DIBUYHOI HECMIPOMOXHOCTI @60 3aNEXHOr0 CTaHOBULLAY.
MNpaBonopyLleHHs, NnepeadbadeHi NignyHKTOM «a» NyHKTY 1 cTaTTi 20, BKIOYatoTb «BUIOTOBEHHS ANTSAYO!
nopHorpadii».

Y 2015 poui KomiteT yqacHuULb KoHBeHLUiT Paan EBponu Npo 3axucT LiTel Bifj cekcyanbHOl ekcnyaTaLil

Ta CeKcyanbHOro HaCUNbCTBA OMNPUITKOAHUB MO3MLIHO LWoAo 23 cTaTTi JTaHCapOTCbKOI KOHBEHLT. 30KpemMa,
JlaHcapoTcbKuin KOMITET 3BEPHYB yBary, Wo «15. CTatTa 23 JlaHcapoTCbKOI KOHBEHLLiI He BUMarae hakTU4YHOro
BYMHEHHS 3a3Ha4eHMX BULLE 3/104MHIB, ane CnpsiMOBaHa Ha KpUMiHasbHY BIAMOBIAaNbHICTb 3a NiAroTOBKY
O0OPOC/TIMMM NPaBOMOpPYLLIEHb». Y 3B'A3KY i3 UnM: «16. [lep>kaBu MOXYTb PO3MIAHYTU MUTAHHS NOCUNIEHHS
3aKOHOAABCTBA LWOAO 3an06iraHHs BYMHEHHIO CeKCyallbHUX 3M04MHIB, BKIKOUAKOUM OHAAMH-TPYMIHT MpOTY AiTei
Yyepes iHpopMaLiHi Ta KOMYHIKaLinHI TexHoNorii». BogHouyac KoMmiTeT 3BepTae yBary: «17. 3anyyeHHs fiten yepes
iHbopMaUiiHi Ta KOMYHIKaLiiHI TeXHONOr T He 060B'A3KOBO NMPM3BOAWTL A0 OCOBUCTOI 3yCTPIi. BOHWM MOXYTb
TpVBaTMX B MepeXi, OfiHaK 3aBAaTu WKOAM ANTUHI. CekcyasbHi 3M104MHW, IKi HABMUCHO 3[IMCHIOKTLCA Mif vac
OHJaMH-3yCTPIYi 32 AOMOMOrOK KOMYHIKaLiHNX TEXHOMOTII, 4aCTo NOB'A3aHi 3 BUPOGHULITBOM, BOMIOAIHHAM

i Nepefadeto AMTAY0l MopHOrpadir».

J1aHCapoTCbKNin KOMITET 3ayBaXkye, LLIO Yepes CTPIMKUIA PO3BUTOK TEXHOMOTIN T4, BIAMOBIAHO, BUKITUKM

B PO3C/iAyBaHHI 3104MNHIB, MOB'A3aHNX 3 X BUKOPUCTaHHAM, BUMOTM CTaTTi 23 KOHBEHLI MOXYTb He Bignosiaatu
cuTyauil AHA CbOrOAHILLIHBOrO, TUM Made, 3aBTPaLLHbOro. «20. 3aranbHe SBULLE OHNAMH-TPYMIHIY PO3BMBAETLCH
napanenbHo 3 iHOOPMaLINHO-KOMYHIKaUInHUMK TEXHONOTIAMW. TOMY MOro po3yMiHHA HE MOBUHHO O6MEXYBaTUCS
4YacoMm po3pobeHHA KOHBEHLT, y sKil 3a3Ha4YeH0 BU3HaYeHHs (KiGeprpyMiHry — pef.), ane oro chig posymiTu

M OiaTn BIANOBIAHO A0 aKTya/lbHOCTI CbOrOAHILLIHBbOIO YK 3aBTPaLLUHLOrO AHA. OCKINbKM CTaTUYHE BU3HAYEHHSA
OHNANH-TPYMIHTY € HEMOXTMBUM, CTOPOHAM CAlify PO3MIAHYTU MOXIIUBICTb MOLUMPEHHA KpUMiHanisauii

1 Ha Ti BUNaaKW, KON CekcyasibHe HaCNbCTBO He € Pe3yNbTaToOM OCOBUCTOI 3yCTPIdi, @ 3AINCHIOETLCA OHNAMHY.

JlaHCcapoTCbKNin KOMITET HarooLLye Ha TOMY, WO BiANOBIAANbHICTb 3a PO3CNiAyBaHHA Ta nepecnifyBaHHs
06BMHYBaYeHNX 3@ MPABOMOPYLLUEHHS, MOB'A3aHi 3 KiGepPrpyMiHrOM, MOBUHHI 3a/IMLLIATUCA BUHATKOBO B KOMMETEHLl
NPaBOOXOPOHHKX opraHiB. Llinbosi HYO MOXyTb HaflaBaTu 3a 3anuTamMu [OMNOMOrY, ane BOHU He MOBUHHI
NiAMIHATX cCOB60H0 MPaBOOXOPOHHI CNyXX61. BogHouac BiH NiATBEPAXKYE HEOBXIAHICTb LUMPOKOrO 3anyyYeHHs pisHuX
CTerKxonaepiB AN 3anobiraHHs Ta NpoTUAIl UboMy ABuULLY. «23. 1A Toro, wob po3ciayBaHHs Ta KpUMiHabHe
nepecnifyBaHHs OHNANH-TPYMIHIY 6ynn eheKTUBHUMM, HEOBXIAHUM € 3a6e3MeYeHHs] HaBYaHHAM Ta pecypcamm
719 BCiX OpraHiB, BigNoBifanbHWX 3a pO3Cc/igyBaHHA Crpas, NepecnigyBaHHA 3104MHLIB Ta 3aXUCT XXEPTB OHNaMH-
TPYMIHrY. 24. TpoMaasiHCbKe CYCnifIbCTBO TAKOX BiZlirpae KIKOHOBY POMb Y 3aXUCTI AiTer Ta Moo, fKi cTanu
XKEPTBAMM CEKCYaSIbHOrO HAaCKIbCTBA Ta eKcrnyaTalil. TOMy 1M TakoxX CNif BUAINUTU afeKBaTHI 3aCOtU».

Ak i iHcTUTYUiT OOH, JTaHcapoTCbKMiA KOMITET NiATBEPAYKYE HaranbHy HeO6XiAHICTb HaBYaHHS AiTelt KOPUCTYBaHHIO
iH(bopMaLiiHMMK TeXHONOriAMM Ta BiANOBIAHIN 6e3neli. «25. [1iTam cnig HagaTtu MOXNNBICTb KOPUCTYBaTUCS
nepeBaramMu iHpopMaL|iHO-KOMYHIKaLiiHNX TEXHOMOTiA. BOHW MOBUHHI 3HATX MNP0 pM3KKK Ta HeGe3MeKH,
npuTamMaHHi LMMpoBOMY CBITY, 0COBMBO Ti, AKi MOPOAXKYHOTLCS HAAMIPHOK CeKCyasbHICTHO CyCniNbCTBa.
MOXXNMBOCTI Ta pM3NKK iHDOPMAL|iMHMX Ta KOMYHIKaLLiIAHNX TEXHOMOTI MOBMHHI 6YTI BKAFOYEHI [0 BCiX
WKINbHUX Nporpamy. [o3unuis JTaHCapOoTCbKOro KOMITETY 3MYLLIYE KOHCTATYyBaTH, WO YKpaiHa BXe CMiSHIOETHCA
i3 hopMyBaHHSM NOITUKM 3anobiraHHs Ta NPOTUAIT KiGeprpyMiHry. lNpaBa ANTUHK B LUMDPOBOMY CepeoBMLLI
BM3Ha4eHo oAHUM 3 npiopuTeTie CTpaTerii Pagn €sponu 3 npas autuHu (2016-2021). Cepea npobnem
3abe3neyveHHs NpaB ANTUHK CTpaTerieto KOHCTAaTOBaHO i PU3MK HAaCWUIbCTBA CTOCOBHO AiTel y LMdOPOBOMY
cepeaoBuLLi. «[TpoTe LuMdpoBe cepefoBuLLE TaKOXK NPOMOHYE ANTUHI LLKIAINBUIA KOHTEHT i MO0 HaCiaKw,
KOHMbIAEHUIMHICTD | MUTAHHS 3aXMUCTY JaHWUX Ta iHLLI PUSKKHK, 30KPEMA CEKCYallbHE HAaCWUTbCTBO OHMNAlH

i HAAMIpPHWIA BNIMB CeKcyanidoBaHMx 306paxkeHb. Y AesKMX BUMaaKax, Takmnx, K KibepbyniHr Ta CaMOBUKPUTTS,
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BflacHa MoBe/iHKa AiTel B IHTEPHETI MOXe 3aBAATM LLUKOAM iHLIMM | CTAHOBUTK Hebe3neKy ANns HMX. baTtbku

Ta BYMTENi HEOCTaTHBO AOKIaar0Th 3yClb AN TOro, W06 BCTUIraTK 3@ PO3BUTKOM TEXHOJONIN, TaK L0 po3puB
Mi>XK MOKONIHHAMMW CTa€ BCe O4eBUAHILLMM». OHMM i3 HACcNiOKIB peanisalil CTpaTerii NOBMHHA CTaTW 3MiHa
3aKOHOaBCTBa Ta NOMITUK y AepXKaBax-4NeHax Ansa 3axncTy Oiren y undpoBomy cepenoulli. CTpateria Paaw
€BPONM NPOMOHYE M IHCTPYMEHT 3MEHLUEHHS HACNIAKIB PU3NKIB JOCATHEHHA NpiopuTeTy CTpaTeril.

TexHONOori po3BMBAaOTHCS LUBWALLE, HK CTAHAAPTM Ta IHCTPYMeHTM Paaun €sponn — binblue iHBecTuuin B IKT
Ta JOCHIOXKEHHS, NapTHEPCTBO 3 NPUBATHUM CEKTOPOM.

CTaHOapTv Ta iHCTpyMeHTH Paan €Bponn He AOCAratoTb KIIKOHOBUX YHACHWKIB B IHTEPHET-YNpPaBiHHI —
MYNbTUANCLUMNNIHAPHWIA NiAXi4, BKIKOYAKOUN NMPUBATHNIA CEKTOP.

LLle ofHMM LiHHWM AOKYMEHTOM, L0 BM3Ha4yae ctanaapT1 Paan €Bponu 3 NpaB AMTUHM B LMMPOBOMY CepeaoBULLj,
e PekomeHpalii CM/Rec (2018)7 KomiTeTy MiHICTpiB AepyxaBamM-uneHam npo npuHLMNmM OTPUMaHHS, 3aXUCTY

Ta peanisallii npaB ANTUHM B LUMGMPOBOMY CEPeAOBMULLI, YaCTUHOK SKKMX € BignosiaHe KepiBHMLTBO. BianosigHo

[0 PekomMeHgalin, aep>kaBam NpoOnoHyeTbCs, LLOH 3aKOHOAABCTBO OO NpaB AiTen y undpoBOMY CepeaoBMLL
nepernsaanochb Ha NOCTIHI OCHOBI Ta 6y/10 3a MOTPEBU TEXHONONYHO HENTPaNbHUM, 3BaXatoUM Ha CTPIMKMIA
PO3BUTOK iIH(HOPMALIRHMUX TEXHOOTIN. 3aKOHOAABCTBO MOBMHHO MICTUTW BCI BUAW NPaBOMNOPYLIEHb Ta Pi3Hi BUOM
BiANOBIAaNbHOCTI 3riAHO 3 MKHAPOAHUMM IHCTPYyMeHTaMn Pagun €sponu. Kpim Toro: «73. KoMnnekcHa npaBoBsa
6a3a NoBMHHa NepefdavaT NPEBEHTMBHI Ta 3aXMCHI 3ax0au LLoAO LMGMPOBOro cepefoBuLLa; HagaBaTh NiATPUMKY
6aTbkaM i onikyHaM; 3a60pOHATM BCi GOPMM HAaCUNbCTBa, eKCryaTaLlil Ta 3M0BXXMBaHHS; BKOYaTU e(heKTUBHI
3acobu MpaBOBOro 3axMCTy, MOCAYrM 3 BiJHOBMEHHS Ta peiHTerpaLil; BCTaHOBUTM KOHCYNbTaLl ANs AiTel i 3 nuTaHb
reHOEPHOI Mpob61eMaTUKK, MexaHi3MKM QiKCyBaHHA Ta MOAAHHA CKapr; OXOMN/I0BaTK MexaHi3MU 51 KOHCyNbTalli
Ta yyacTi [iTeil; CTBOPUTWN MexaHiaMK MiA3BITHOCTI ANst 60p0oTbOK 3 6e3KapHICTHO». PekomMeHaaLii HanonararoTb

Ha 3ay4yeHHi BCiX MOXIIMBUX CTENKXOAEPIB, CMiBNpaLto 3 NiANPUEMCTBaMM, LWLO HaAakoTb MOCNYr OCBITHIM
CEPEIOBULLIEM.

Y 2017 poui EBponosn onpuatoAHUB 3BIT LWOAO CEKCyalbHOIrO NPUMYCY Ta WaHTaxy OiTen oHNanH. MeTa 3BiTy
noABinHa: NiABULLMTY YCBIAOMIIEHHA TOTO, L0 ABULLE CEKCYaNbHOMO NPUMYCY Ta LWaHTaxXy AiTeil OHManH € odHieo

3 HallHe6e3neYHNX 3arpo3 ANs AiTel y Mepexi IHTepHeT, | 3po6uTK BHECOK Y Ny6nidHe 06roBOpeHHs MUTaHb
e(eKTUBHOIO pearyBaHHs Ha HbOro, OCOBNMBO, L0 CTOCYETbCA MeXaHi3MiB NOBIAOMIEHHS Ta MIATPUMKN B KpaiHax-
4neHax €C. 3BIT NiATBEPAXKYE CKNAAHICTb PO3CNiAYBaAHHS 3104MHIB, MOB'A3aHMX 3 KiGeprpyMiHIOM. BUCHOBKM
LbOro 3BITY € BaXX/IMBUMMU, 3BaXKaroum Ha HEOBXIAHICTb hOpMYyBaHHS HaLioHaNbHOI MOAITUKM MPOTUAIT LM
NPaBOMOPYLIEHHSIM.

« 1. ICHYIOTb ABI OCHOBHI MOTMBALil /151 CEKCYasIbHOTrO NPUMYCY Ta WaHTaxy LiTen Yepes Mepexxy IHTepHeT:
cekcyanbHa Ta hiHaHcoBa. HeMOBHOMITHI € XXepTBaMu 060X LiMX MOTUBALLiIN, MPOTe CeKcyanbHe 3a0BOEHHS
3M104MHLS, O4EBUAHO, € OCHOBHUM MOTUBALIMHNM YNHHUKOM. 3104MHIM 3 GIHAHCOBOK MOTMBALLIEKD CKOKOKOTh
nepeBaXkHO OpraHizoBaHi 3N04YMHHI FPYMK, NOKasi30BaHi 3a MexamMu EBPOMNENCHKOro COH3Y.

2. OAHUM i3 FONOBHMX YMHHUKIB, AKNA OBMEXYE CbOroAHI 3aTHICTb OLiHKOBATWN CMPaBXHIO CYTHICTb ABULLA
CEeKCYyanbHOro NpMMYyCY Ta LaHTaxy AiTel OHAaNH | 6GOpOTUCS 3 HUM, € 6paK CMiNlbHOro PO3YMiHHSA
3alikaBneHMM CTOPOHaMK, TaKUMM, K 3aKOHOLaBYa 1 CyaoBa CUCTEMMU, MPABOOXOPOHHI OpraHu, HeypsaoBuK
CEKTOP, a TaKOX 3aco6Kn MacoBOi iIHpopMaLlil.

3. CeKcyasbHWIM NpMMYC Ta LaHTax [iTel Yepes Mepexy IHTEPHET K HOBUIA BU[ 3/TOUMHY, LLIO 3'ABMBCS
B UMMPOBY epy, € HEAOCTaTHBLO AOCAIAKEHWM. [pOrannHn B OCIOXKEHHSAX 0OMEXYOTb 3AaTHICTb hopmyBaTH
CTpaTeril Ta nporpamMun BTpyYaHHs, Lo 6a3yroTbCs Ha dhakTax, — K Ha PiBHI BUABNEHHSA HOBUX BUMNAAKIB, Tak
i PO3POBNEHHS BIAMOBIAHNX MEXAHI3MIB NMOBIAOMEHHS, 3aKOHOAABYMX aKTiB i CTpaTerii AN 3anobiraHHs
3M104MHaM Ta peanisalil BTpy4aHb, AKi BpaxoBytOTb MOTPE6BU KEPTBM, MPaBOMOPYLLUHMKA Ta iHLWX Fpyn
3alikaBneHunx ocib.

4. Y KOHTEKCTI NpodinakTUYHOro BTPyYaHHS CNOCTepiraeThea 6pak MPOCBITHULBbKMX MPOrpam, siki MOACHIO T
XapaKTEPUCTUKM CEKCYanbHOro MPUMYCY Ta LUaHTaxy [iTelt OHNaliH Ta aHanisytoTb OCHOBHI €1EMEHTY LibOro
asuLla.
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5. MexaHizaMu NOBIAOMMEHHS MOBWUHHI BUKOPUCTOBYBATW 6aratoaMCLMNAIHApHWIA Nigxid y hGopMi nepexpecHmnx
MOBIJOMIEHb 3a Y4acTi pidHWMX CTOPIH. BiAMIHHOCTI B LifAX Taknx CTOPiH, 0COBANBO BiCYTHICTb 3B'A3KY
Mi>XX MexaHiaMamMu NOBIAOMNEHHS Ta NporpamMamm NiATPUMKK, YCKNaAHKOKTL Y3rOIXKEHICTb | SHUXYHOTb
e(EKTUBHICTb Ai Y Uit chepi».

Ha >xanb, YkpalHa BXe CMi3HIOETLCS 3 GOPMYBaHHAM MONITUKK 3aXMCTY AiTel y UMbpoBOMY cepeaoBMLLi. | Ko
NpOTUAIS KiIGepOYNiHIYy X04a 6 4aCTKOBO MOXKe 3[IMCHIOBATUCh Yepes 3axoau, nepeadbadeHi BignoBigHNM 3aKOHOM,
TO 3 KiGEPrpyMIHIOM CUTYyalia BUrsSAace ripuwe. BoaHovac HasiBHI MPiopMTeTV AOBrOCTPOKOBMX PillleHb 03BONATb
npauroBaT Haf (hOpMyBaHHAM Ta peani3alieto NONITUKM i3 3abe3nedyeHHs Ta 3aXMCTy NpaB aitel y LMdpoBOMY
cepenoBuLLi. KpimM Toro, NpoOnoHOBaHi iIHCTUTYLiSMM Paaun €Bponn LWAAXM Ta CNOCO6M 3AINCHEHHS LMX NONITUK
MOXYTb CTaTV JOPOroBKa3oM A/151 BUPOONEHHS BiANOBIAHMX PilLiEHb.
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